Cornslance

Résidence Jeunes

IT CHARTER
INTERNAL

Preamble

A resident can, without the knowledge of the FJT, use the Internet connection at his disposal for
criminal purposes: fraudulent downloading of files in disregard of the legislation on copyright (music,
films,) or even the diffusion of racist or violent texts on forums, for example.

In the event of a complaint, the evidence available to the courts will be the IP address of the computer
from which the offence was committed. Therefore, the home invested in 2015 in a system consisting
of a router + Hot spot with storage NAS to "track" users. This point is explained in the operating rules
of the home.

The purpose of this charter is to set the rules of good conduct to be respected in the use of the
Internet and to associate them, if necessary, with sanctions. This document must be signed by the
resident (and co-signed by the parents or legal guardians or structures entrusting the young person to
our care in the case of minor residents).

All the information collected concerning the residents' files is subject to computer processing within
the FIJT on a software called Foyer soft. In accordance with the Data Protection Act of January 6, 1978,
then amended in 2004 and the RGPD of May 25, 2018, you have the right to access, rectify or delete
information concerning you, which you can exercise by contacting the receptionist or by mail at
contact@residence-jeunes.fr
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GOOD PRACTICE IN THE USE OF THE INTERNET

The purpose of the charter is to set the rules of good conduct to be respected, the users
commit themselves:

e Not to consult pornographic sites or sites prohibited by law (racist, xenophobic,
pedophile sites).

e Not to use the Internet for purposes prohibited by law (fraudulent downloading
of files with regard to copyright legislation, infringement of the privacy of others,
racism, defamation, insults, pedophilia, site piracy).

In case of illegal downloading or piracy, Internet users are exposed to sanctions by the HADOPI.
The High Authority HADOPI, has for vocation the fight against the piracy on Internet. The main
targets are the numerous users who resort to illegal downloads via file sharing platforms (so-
called "peer to peer" networks). In case of illegal downloading, Hadoop is in charge of warning
Internet users by means of a first warning email. This email is part of the graduated response
procedure, which can in some cases lead to a sanction.

Prosecutions and Fines:

lllegal downloading of a copyrighted work exposes you to the risk of criminal sanctions. In
theory, this fact is likely to constitute an offence of counterfeiting for which the penalty can
reach up to 3 years of imprisonment and 300.000 euros of fine.

At the end of the legal procedure, the judge will then have the possibility to pronounce the fine
provided for by the 5th class contraventions against the Internet user.

Responsibilities

All residents of the FIT are responsible for any loss or damage to the computer provided at the
reception desk, including that caused by e-mail or the Internet. As such, you must respect the
following standards and practices. Failure to do so may be considered abusive.

The article 1383 of the Civil Code specifies well: " each one is responsible for the damage which
he caused not only by his fact, but also by his negligence or his imprudence ".

Good use
When using e-mail and the Internet:

e Check the sites when you go to a new site

e [tis not recommended to use your email or internet to:

e Send chain mail, participate in online games, download games, screensavers, music,
software and subscribe to mailing lists, or newsgroups, or send messages to swap
groups.

e Send commercially sensitive information without proper encryption, as the Internet is
not a secure medium.

e Respondto complaints orinquiries arriving by e-mail, if you are not sure who the sender
is
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Prohibited

Anything obscene, pornographic, proselytizing, or inciting racial hatred is prohibited. Any
material that may be offensive to another person - sexual, racist, sexist, political or religious in
nature that includes inappropriate comments about sexual orientation, disability or personal
characteristics is unacceptable.

Sending, Accessing, Viewing, Requesting or Downloading such material is a serious violation of
the TFJ Internet and Email Policy and Ethical Values and may constitute a criminal offense. A
call to order, or even sanctions, may result as defined in the operating rules, in relation to the
offence committed and with respect for the rights of the defense (temporary or permanent
ban on use of the multi-media space, or even termination of the occupancy permit in case of
serious infringement).

Retrieval of files from inappropriate sources is not permitted, as it may introduce viruses or
pirated or unlicensed software (games, screensavers, executables).

Legal aspect - Copy laws

Intellectual Property Laws apply to email and anything else that circulates on the Internet. The
deposited material must not be downloaded and circulated.

Monitoring

The FJT reserves the right to control the proper use of computer tools belonging to the
company while respecting the individual freedom of the residents. You hereby declare that you
have read this IT Charter and that you undertake to respect the rules set out in it.

FJT Sainte Constance:

Resident's name:

Date: Signed:
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